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Workshop with a bit of background
first!

What ,S On the Intro to certificates and
certificate hierarchies
agenda?

How identity and certificates
work together for Linkerd

/\ N The tradeoffs for certificate
\\,D.r\,,‘ rotation

0 Hands-on workshop!




Workshop: Tools You Need

- Kubernetes cluster and the kubectl command
- linkerd —https://linkerd.io/2/getting-started/
> step—https://smallstep.com/docs/step-cli/installation

- helm—https://helm.sh/docs/intro/quickstart/

This workshop covers Linkerd 2.13. You can find (a lot!) more information about all this stuff in
the Buoyant mTLS guide, too: https://buoyant.io/mtls-guide



https://smallstep.com/docs/step-cli/installation
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Join Buoyant’s Linkerd Forum!

Searchable, long-lived help threads and technical content.
(Slack is great, but messages die after 90 days.)
linkerd.buoyant.io
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% Fundamentals of the Service Mesh
Online Course + Certification

With hands-on 78 LINKERD labs at learn.buoyant.io
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Enterprise early access

We're adding a few more early access slots for our enterprise Linkerd distro.

Simplified multi-cloud & multi-cluster management

SLAs around CVE remediation

Cost-aware routing and automated health checking and alerting
Fully automated, gitops-compatible installation and upgrades
Enterprise-only features, and 24x7 support
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Background: Linkerd

B Documentation Deployments

Namespace: emojivoto

88 Linkerd Deployment -

=> Security: Transparent mTLS, cert
management and rotation, policy

ace  emojivoto

S deploy/web

-> Reliability: Retries, timeouts, load ’
balancing, circuit breaking* 2 RPS

-> Observability: Service-level golden
metrics: success rates, latencies,
throughput. Service topologies.

Linkerd focuses on operational simplicity
firstand foremost; it's very lightweight and
fast. [ e

vvvvvvvvv




Background: Public-key Cryptography

Public-key (asymmetric) cryptography forms the basis of trust in Linkerd

- Instead of "a key” use a keypair: a public key and a private key
€ Whatthe public key encrypts, the private key decrypts
€ Whatthe private key encrypts, the public key decrypts
€& Givenjustthe public key, recovering the private key is “impossible”
=> If Alice encrypts something with Bob’s public key, only Bob canread it...
€ .because Bobisthe only one with Bob’s private key

> If Alice encrypts something with her own private key, only she could have

written it...

€ .Dbecause Aliceis the only one with Alice’s private key

€ (Thisisvery common in practice: encrypting a hash of some data with one’s private
key is called signing it.)




Background: Public-key Cryptography

Public-key (asymmetric) cryptography forms the basis of trust in Linkerd

- Public-key cryptography allows safe communication and authentication,

even without prior knowledge
® mTLSreliesonthis
€ Linkerd authentication relies on mTLS
- To make this work:
€ Private keys must be kept private: they are the basis of identity
€ Public keys should be shared with the world to allow easy verification
- Problem: actually keeping track of public keys is a pain. Enter the

certificate.




Background: Certificates

Certificate:
Data:
-+ Version: 3 (0x2)
-> X509 ce rt|f|CateS are data Serial Number: 143265571309326228652985908251298810258 (0x6bc7204523Fefd9abd63de322fac992)
. . Signature Algorithm: ECDSA-SHA256

structures that bind a subject (really Gris: Obcal Uinkestistas L

= Not Before: Mar 16 12:50:15 2022 UTC
a name) tO a keypalr Not After : Mar 13 12:50:15 2032 UTC

Subject: CN=identity.linkerd.cluster.local

Subject Public Key Info:

- Only publicinformationisina G
Certrﬁcate — they’re Safe to Share_ * d2:2a:7c:f5:cahe:c2:a9:82:eb:a0: c9:df:18:c9:

bf:a5:84:e4:df:e1:42:e4:49:b2:3c:f0:a8:7c:d3:
de:94

- Certificates are signed to prevent R e e e

73:5d:7b:70:6b:62:22:eb:1d:d9:43:08:e3:58:¢c6:

them from being spoofed, so they can

Curve: P-256
X509v3 extensions:
be trusted X509v3 Key Usage: critical
Certificate Sign, CRL Sign
X509v3 Basic Constraints: critical

- Rotation regenerates the keypair SO CA:TRUE, pathlen:0

X509v3 Subject Key Identifier:

H 57:EB:31:42:4E:B2:49:2A:60:86:39:A9:2A:E9:8A:CD:73:6F:6D:43
that you're not relying on any one key X509v3 Authority Key Identifier:
keyid:0A:8F:7A:90:AA:C2:A3:0C:69:AF:BA:10:01:4D:06:B5:AE:50:44:54
Signature Algor ECDSA-SHA256
for too |Ong- 30:46:02:21:00:b4:33:1e:aa:42:b9:11:74:3b:9%e:c2:43:13:

fe:03:95:02:4f:5b:e5:ce:01:97:0f:74:56:3a:f5:76:33:e4:
cd:02:21:00:b3:4f:53:6f:al:2a:fe:b4:c5:5c:de:e7:c5:39:
90:bl:bb:ae:8a:05:e3:7a:09:0c:63:73:8c:b9:a0:7b:f3:5d
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Certificate Hierarchy

intermediate

CA




Certificate Hierarchy

intermediate
CA intermediate
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Certificate Hierarchy: Delegation
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Certificate Hierarchy in Linkerd

identity
issuer

|



Certificate Hierarchy in Linkerd: Rotation

- _ \
Issuer '
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Certificate Hierarchy in Linkerd: Multicluster
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Certificate “Hierarchy”™ Webhooks

' sp-validator

webhook cert

' proxy-injector

webhook cert

' policy-validator

webhook cert




Certificate Hierarchy: Webhooks

sp-validator
anchor

policy-validato

proxy-injector

anchor anchor

sp-validator
webhook cert

proxy-injector policy-validator

webhook cert

webhook cert




Certificate Hierarchy: Webhooks

DO NOT use the main

Linkerd trust anchor here.
webhook

anchor

proxy-injector
webhook cert

policy-validator
webhook cert

sp-validator
webhook cert




- Rotating more quickly limits risk:

HOW Often ShOUId € Ifcertiscompromised, it's going to
be compromised until the next
you rOtate? rotation (at least)!
€ Re-establishingidentity every few
hours greatly limits risk of a

compromised certificate being
used against you.

€ You must use your rotation
practices and mechanisms to
make sure that they actually work!

-=> Longer periods make it easier to
experiment and focus on your
work, not on your platform.




Workshop!

Follow along! https://github.com/BuoyantIO/service-mesh-academy
(inthe 15d-certificate-management directory)

Tools we'll use:

- Kubernetes cluster and the kubectl command

= linkerd —https://linkerd.io/2/getting-started/

> step—https://smallstep.com/docs/step-cli/installation

> helm—https://helm.sh/docs/intro/quickstart/



https://github.com/BuoyantIO/service-mesh-academy
https://smallstep.com/docs/step-cli/installation

Workshop!

- Basic skill: generate and inspect certificates with step

- Development setup: create a self-signed trust anchor, use it to create an
issuer, and install Linkerd.

- Operational skill: rotate certificates
-> Almost-production setup: use cert-manager for the identity issuer

- Homework: fully automate identity with cert-manager







Development Setup

identity
issuer
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Repo for this demo

github.com/BuoyantlO/service-mesh-academy.git
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Monthly hands-on, engineer-focused training

from the creators of the service mesh
August 17: What’s Coming in Linkerd 2.14 (with William Morgan)

SIGN UP TODAY!
buoyant.io/sma
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Thanks so much!

Flynn
Tech Evangelist, Buoyant
flynn@buoyant.io
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